VIH(hopmaumoHHas navsirrka i1 HeCOBEPLUEHHOETHUX
Mo BOnpocam Knbep6e3onacHoCTH B ceTU «HTepHe!»

KOMrlbl'OTeprle BUPYCbI

KomnbloTepHbIA  BMPYC - 3TO Pa3HOBUAHOCTb KOMMbIOTEPHbLIX MNPOrpamm,
OTNINYNTENbHOW OCOOGEHHOCTLIO KOTOPOWN SBASAETCA CMNOCOOHOCTb K pPasMHOXEHUHD
(konupoBaHuUto). B AOMNOMHEHME K 3TOMY, BMPYCbl MOTYT MOBPEeAUTb WUAM MOSTHOCTHHO
YHUYTOXUTb BCe (aiinbl M AaHHble, NOAKOHTPO/NbHbIE MOMNb30BaTENO, OT WMEHU
KOTOpOro 6bina 3anyujeHa 3apaXxEéHHas nporpamMma, a Takxe MOBPeAuTb WKW [axe
YHUUTOXWUTb ONepayuoHHYl CUcTeMy CO BcemMu (aiinamu B Lenom. B 60/1blIMHCTBE
CNy4aeB pacnpoCTPaHAKTCA BUPYCbl Yepe3 UHTEPHET.

MeToabl 3aWmnTbl OT BPEAOHOCHbIX MPOrpamM:

1 Mcnonb3yil coBpeMeHHble onepaunoHHble CUCTEMbI, UMeloLW e Cepbé3Hblii
YPOBEHb 3alNTbl OT BPELOHOCHbLIX MPOrpamm;

2. MocToaHHO  ycTaHaBnmMBanW  natum  (LUGpPOBbIE  3aniaTtku, KoOTopble
aBTOMaTUYyecKy YCTaHaB/IMBAKOTCA C Uefblo [opaboTKu mnporpammbl) U Apyrue
0OHOB/IEHMSA CBOeN onepaunoHHOW cucTemMbl. CKaymBail UX TONbKO C OuULManbHOro
cainta paspabotumka OC. Ecnm cyuwecTByeT peXxumm aBTOMaTM4Y4eCKOro OOGHOBNEHMS,
BK/HOYM €ro;

3. PaboTal Ha CBOeM KOMMbKTepe MO MNpaBaMy MOSIb30BaTENsA, a He
agMuHuUCTpaTopa. 3TO He MNO3BOMUT  OOMbLWIMHCTBY  BPEAOHOCHbLIX  MporpaMm
MHCTaN/INPOBaTbLCA Ha TBOEM MepCcOoHalbHOM KOMIMbIOTEPE;

4. Wcnonb3yih  aHTUBMPYCHbIE nporpaMmHble  NPOAYKTbl  WU3BECTHbIX
npou3BoOAUTENENR, C aBTOMATUYECKUM 0O6HOBNEHNEM 6a3;

5. OrpaHnyb (hU3NYECKUIA [OCTYN K KOMNbIOTEPY A1 MOCTOPOHHUX NNL;

6. cnonb3yi BHELLHME HOCUTENN UH(OPMAL MK, Takne Kak hriewwka, UCK UK
(hainn n3 NHTepHeTa, TONIbKO M3 NPOBEPeHHbIX UCTOYHUKOB;

7. He OTKpbiBal KOMMbIOTEPHbIE (ainbl, MOMyYeHHble W3 HeHaf&XHbIX
MCTOYHMKOB. [laxe Te (pai/ibl, KOTOpble NpuUcnan TBOW 3HaKOMbIN. Jyudlle YTOUHUN Y Hero,
OTNpaBAAN N OH Tebe ux.

Cetn WI-F1

C nomowsbto Wi-Fi MOXHO noAy4uTb 6GecnnaTHbIA WHTEPHET-4OCTYN B
00w ecTBEHHbIX MecTax: Kadge, 0TendX, TOProBbIX LEHTpax W aspornoprax. TakK Xe
ABNIAETCA OT/IMYHOMW BO3MOXHOCTbIO BbIX0Aa B WHTepHeT. HO MHOrume 3sKcnepTsbl

cunTaloT, YTo obwepoctynHole WiFi ceTn He ABnAt0TCA 6e30MacHbIMMN.

CoBeTbl Mo 6e3o0nacHOCTU paboTbl B 06w ef0CTYMHbIX ceTax Wi-fi



1 He nepepaBaii CBOK NUYHYHO MH(OpPMaUuio 4vepe3 obuiegoctynHble Wi-Fi
ceTn. PaboTtasd B HUX, XXenaTeNbHO He BBOAMTb Naponun [JOCTyNa, IOTUHbI U KakKue-To
HoMepa;

2. Mcnonb3yin n 06HOBNAW aHTUBMUPYCHblE NMpPOrpaMmbl M 6paHAmaysp. Tem
cambIM Tbl 06e3onacuwb cebs OT 3aKauyku BMUpYyca Ha TBOE YCTPOMCTBO;
3. Mpu ncnonb3osaHun Wi-Fi oTknoun yHkunto «O6wWKMin goctyn K ainam

N npuHTepam». [aHHasa (yHKUMA 3aKpbiTa MO0 YMOMYaHWIKO, OAHAaKO HEKOoTopble
NoNb30BaTeNN aKTUBMPYIOT eé Ansd yAo6CcTBa MCNOoMNb30BaHUsA B paboTe nnm yyeobe;

4, He wcnonb3yin ny6nuunbii WI-FI gna nepegadv NWYHbIX fAaHHbIX,
Hanpumep, ANA BbIX04a B COLMAbHbIe CETU UNN B 3NEKTPOHHYIO MOUTY;

5. Mcnonb3yin TONbKO 3auuuieHHoe coefuHeHne yepe3 HTTPS, a He HTTP,
T.e. Npn Habope Beb6-agpeca BBOAN UMEHHO «https://»;

6. B mo6unbHOM TenedoHe OTKAOUM (PYHKUMKO «[llogknoyveHne K Wi-Fi
aBTOMaTMyecKu». He gonyckail aBTOMaTUYecKoro NoAKMI4YeHUs YyCTPOMCTBA K CETAM
Wi-Fi 6e3 TBOero cornacus.

CoumnanbHble ceTun

CounanbHasa ceTb - 3TO CaWT, KOTOpbIA MpefocTaBnseT BO3MOXHOCTb /IHOASAM
OCYLEeCTBNATbL 06LLeHME Mexay CO60i B MHTepHeTe. Yalle BCEro B HUX A/ KaXAoro
uenoBeKa BblJENAETCA CBOSA J/IMYHAA CTpaHMYKa, Ha KOTOPOA OH YyKa3biBaeT O cebe
Pas3IMYHY0 MH(OpPMALUIO, HayMHas OT WMeHWU, pamMuanm W 3aKaH4YMBas JIMYHLIMU
(oTtorpaduamm. MHorve nosb3oBaTeny He NOHUMAKT, YTO UHOPMALUA, pasmeLLeHHas
UMW B COLMANbHbIX CETAX, MOXET ObiTb HalfeHa U MUCNOo/Mb30BaHa KemM YrogHo, B TOM
yncne He 0b6a3aTeNbHO € 61arMMyY HaMepeHUsIMU.

OCHOBHble coBeTbl N0 6e30MacHOCTN B COUMalIbHbIX CETSAX:

i OrpaHn4yb CNUCOK Apy3ei. Y Tebsa B ApY3bAX He AO0/MKHO ObiTb CAyYalHbIX
1 HE3HaKOMbIX N0 AEN;

2. 3awmwar cBOK YaCTHYH XXM3Hb. He ykasbiBali naponu, TenedoHsbl, agpeca,
[aTy TBOEro POXAEHWUA W APYTYH NUYHYI WHGOpMauunto. 310yMbIWIEHHUKN MOTYT
MCnonb3oBaTb Aaxe WHGOpMauMto O TOM, KakK Tbl W TBOW POAUTENM NaHUpyeTe
NPOBECTU KaHUKYbI;

3. 3awumular cBo penyTauuto - IepXu ee B YMCTOTE M 3afaBail cebe BONpPOC:
X0Ten 6bl Thbl, YTOObI ApYyrne nonb3oBaTeny BUAENM, YTO Tbl 3arpyxaews? Mogymai,
npexage 4eM 4YTo-TO ONYy6IMKOBaTb, HAMMUCaTb U 3arpy3unThb;

4. Ecnn Tbl roBOpUWb C NMOALMW, KOTOPbIX He 3Haelwb, He UCNOMb3yW CBOE
peasibHOe UMA U APYTYI0 IMYHYO MHpOPMaLUN: UMS, MECTO XXUTENbCTBA, MECTO y4ebbl
N npouee;

5. N36eraii pasmelwleHns gotorpaduii B IHTepHeTe, rae Tbl M306paXKeH Ha
MECTHOCTW, MO KOTOPO MOXHO Onpefe/inTb TBOE MeCTOMONOXEHNE;

6. Mpwn permcTpaLmm B COLMaNLHOW CETU HEOOXOAMMO UCNONb30BaTh COXKHbIE

naponu, cocTosLme u3 6yKB 1 LGP 1 C KONMMYECTBOM 3HAKOB He MeHee §;


https://%c2%bb

7. NS counanbHO CeTu, NOYTbI U APYruX caliToB HEO6XOANMO MUCMOMb30BaTh
pasHble maponu. Torga ecnu Te6s B3/OMAlOT, TO 3/10YMbILWNEHHWUKIA MoMyYaT A0CTyn
TOMIbKO K OJHOMY MecTy, a He BO BCe cpasy.

ONIeKTPOHHbIE AeHbIU

JNEKTPOHHbIE [eHbIM — 3TO O04YeHb YAO06HLIN CcnNoco6 nnaTexen, OAHAKO
CYLLECTBYIOT MOLIEHHUKN, KOTOPbIe XOTAT NONYYUTb 3TU AEHbIN.

ONEKTPOHHbIE [eHbrM MOSABUINCL COBCEM HeAAaBHO M MMEHHO K3-3a 3TOr0 BO
MHOIMX rocyfapcraax 0 CUMX MOp He NPONMCcaHo NPo HUX B 3aKOHax.

B Poccum e OHM (PYHKLMOHUPYIOT U O HUX YXXEe MPOMnucaHo B 3aKOHe, rae ux
pasfensaoT Ha HECKO/NIbKO BUAOB - aHOHWMHbIE M He aHOHMMHble. Pa3HuUa B TOM, 4TO
aHOHVMHbIE - 3TO Te, B KOTOPbIX pa3peLlaeTcs NPpoBOAUTL onepauun 6e3 ngeHTudukaymn
nosb3oBartenis, a B He AaHOHUMHbIX WAEHTUMUKALUUM NONb30BaTENA  ABMAETCA
0653aTe/IbHOMN.

TakxXe cnegyet  pasfinyatb  3N1EKTPOHHble  ()MaTHble  fAeHbr  (paBHbI
rocyfiapCTBeHHbIM BafiloTaM) W 3NEKTPOHHble HeduaTHble AeHbrn (He pasHbI
rocyfapCTBEHHbIM BantoTam).

OCHOBHble coBeTbl N0 6e30MacHO paboTe C 3NEKTPOHHbIMU AeHbramu:

i MpuBSHN K cyeTy MOBUNbHLIA TenedoH. DTO camblii YAOOHbBIA 1 ObICTPbIN
CNnoco6 BOCCTAHOBWUTbL AOCTYN K cueTy. [lpuBA3aHHbI TeneoH MOMOXET, ec/u
3a0yfelb CBOM MaTeXHbIl Naposib UK 3aiifiellb Ha CalT C HE3HAKOMOrO YCTPOICTBA,

2. Wcnonb3yin opHopasoBble Maponu. [locne nepexofa Ha YCUIEHHYHO
aBTopusaynio Tebe yxe He OyfeT yrpoxatb OMacHOCTb Kpaxu WM nepexsaTa
nnaTeXHoro napons;

3. Bbibepn CNoXHbI naponb. lMpecTynHMkam 6yaeT He NpPOCTO YyragaTb
CNOXHbI Maponb. MagexHble Napoin — 3ro nNaponun, KOTopble CoAepXaT He MeHee 8
3HaKOB M BKIKOYalOT B CebBA CTPOYHble U MPOMUCHble OYKBbI, LU(PPbI W HECKOAbKO
CUMMBO/IOB, TaKMe KaK 3HaK gonnapa, (hyHTa, BOCKAMLATENbHbIA 3HAK ¥ T.n. Hanpumep,
StRONg!;;

4. He BBOAM CBOWM NNYHbIE AaHHbIE Ha CailTax, KOTOPbIM He [OBepseLlb.

ONeKTpPOHHadA noyrta

JNEeKTPOHHaA MnoyTa — 3TO TEXHONOrMs W MpefocTaBNseMble €K YCayrum no
Nnepecblsike W MNOMYYEHUIO 3/1EKTPOHHbLIX COOOLWEHWA, KOTOpble pacnpefenstoTcs B
KOMMbIOTEPHOW ceTU. OO6bIYHO 3/1IEKTPOHHbBIA MOYTOBLIN AUMK BbIFAAANT CAEAYHOLINM
o6pa3oM: MMSA_NoNb3oBaTena@umsa_aoMeHa. TakKe KpoMe nepegavy NpocToro TeKcTa,
MMeeTCs BO3MOXHOCTb NnepegaBaTh (aibi.

OCHOBHble COBeTbI N0 6e30MacHoO paboTe C 3/IEKTPOHHOW MOYTOIA:



i Hago Bbi6paTb NpaBW/IbHbLIA MOYTOBbLIA cepBuc. B WHTepHeTe ecTb
OFPOMHbIN BbI6GOP 6ecniaTHbIX MOYTOBLIX CEPBMUCOB, OAHAKO Nydlle [0BEPATb TEM. KOro
3Haelb N KTO MepBbli B PENTUHTE;

2. He ykasbiBaih B IMYHOIN MOYTE NMYHYIO MHGDopmauuto. Hanpumep, nydwe
Bbl6paTh «MY3blKa/bHbIl_(haHaT@» nnn «pok2013» BMecTo «Tema 13»;

3. Mcnonb3yin AByxaTanHyo aBTopm3saynto. 3To Korga noMmmmo napons HY>KHO
BBOAUTbL KOA, NpuUcbinaemMblii no SMS;

4. Bbi6epun cnoXHbIA naponb. AN KaXAoro noyYToBOro AUiMKa AO/MKeH 6bITh
CBOI HafeXHbI, YCTONUYMBBIA K B3NIOMY Mapo/ib;

5. Ecnm  ecTb BO3MOXHOCTb HamnucaTb CamMOMY CBOW JIMYHbLIA  BOMpPOC,
MCNONb3YyM 3Ty BO3MOXHOCTb;

6. Mcnonb3yil HECKOMbKO MOYTOBbIX AUWMKOB. [lepBblA AN YacTHOW
nepenucky ¢ agpecatamu, KOTOpbIM Tbl JOBepsiellb. OTO 3NE€KTPOHHbLIN ajpec He Hado
MCNonb30BaTb NPU perucTpaymy Ha hopymax u cantax;

7. He oTkpbiBa (harnbl n Apyrve BAOXEHWS B MUCbMax [faXe ec/iv OHWU
NPULWAN OT TBOUX ApYy3ei. Jlydlle YTOYHU Y HUX, OTNPABAAAN NN OHU Tebe 3TU (aisbl:

8. Mocne OKOHYaHMA paboTbl Ha MNOYTOBOM CepBUCe nNepes 3aKpbliTUEM
BKNa[KN C CAalTOM He 3abyab HaXaTb Ha «BbINTW».

Kn6epbynnumHr nunn BUpTyanbHOe U3aeBaTelbCTBO

Kn6epbynnnHr— npecnegoBaHne COOGLLEHUAMU, COAEPXKALLMMM OCKOPBIEHMS,
arpeccuto, 3anyrvBaHue; XyNUraHCTBO; cCOUManbHoe GOMKOTMPOBaHME C MOMOLLbIO
Pa3NNYHbIX MHTEPHET-CEPBUCOB.

OcCHOBHbIe COBeTbI Mo 60pbbe ¢ KNGepOYNNIMHIOM:

i He 6pocalics B 60i. Jlyywnin cnoco6: NocoBeToBaTbCSA KaK cebsi BeCTU W,
eC/IM HET TOro, K KOMY MOXHO 06paTuTbCA, TO BHavane yCnoKouTbCA. ECnn Tbl HayHelwb
oTBeYaTb OCKOPOMEHUAMM Ha OCKOpPO6IeHUs, TO TOMbKO elle O60/blIe pPasoXxKeLlb
KOH(/INKT;

2. Ynpasnaun cBoen kubeppenyTaumen;

3. AHOHMMHOCTb B CETM MHUMas. CyL,eCcTBYOT CNOCOObI BbIACHUTbL, KTO CTOUT
32 aHOHUMHbIM aKKayHTOM;

4. He cTouT BectM XynuraHckuini 06pa3 BUPTYyaNbHOW XXU3HWU. VIHTepHeT
(MKCMpyeT BCe TBOM [EWUCTBUA U COXPaHAeT uX. Ypanutb uUX O6yaeT KpaiHe
3aTPyAHUTENBHO;

5. Bepgu cebsa BeXMBO;

6. WrHopupyin  eAuHWYHbIA  HeratmB. OfHOpPa3oBble  OCKOPOUTENbHbIE
CO06LWeHNa ny4ywe uUrHopmposaTb. OObIYHO arpeccus MpekpaLlaeTcs Ha Haya/bHOM
cTaguu;

7. BaH arpeccopa. B nporpammax o6mMeHa MIHOBEHHbLIMW COOOLLEHMAMU, B
couuanbHbIX CeTAX eCcTb BO3MOXHOCTb OG/IOKMPOBKM OTMNpPaBKM  COOOLLEHMA C
onpejeneHHbIX afpecos;



8. Ecnn Tbl cBUaeTenb KM6epOynnuHra. TBOW AeiCTBUA: BbICTYMUTb UPOTUB
npecnefoBaTtens, MokasaTb €My, UTO €ro [AeicTBMS OLLEHUBAKOTCA HEraTUBHO,
noamepaTb XepTBY, KOTOPOU/ Hy)Ha NCMX0M0rnyeckass NoMollb, COO6LNTL B3POC/bIM
0 (haKTe arpecCMBHOrO MOBE/EHNS B CETH.

MobunbHbIW TenegoH

CoBpeMeHHble CMapT(OHbl W MNNaHLWeTbl cofepXaT B cebe BMOMHE B3POC/bii
(QYHKLMOHAN, 1 Tenepb OHU MOTYT KOHKYPUPOBaTb CO CTaLMOHAPHbIMK KOMMbOTEPaMU.
O[lHaKo, CPeAiCTB 3alUThl 418 NOA06HbIX YCTPOMCTB NOKa OYEHb Mano. TeCTUpoBaHue U
MOWUCK YS3BMMOCTEW B HUX MPOUCXOAUT He TaK MHTEHCMBHO, Kak ans MK, To Xe camoe
KacaeTcsi M MOBUbHbBIX NPUNOXEHNIA.

CoBpeMeHHble MOGWNbHbIE Gpay3epbl Y& NPaKTUUYEeCKW AO0rHaNM HacTO/bHble
aHanoru, ofHaKo pacliMpeHune (YHKLMOHaNa BneyeT 3a 060 60NbLIYIO CNOXHOCTb U
MEHbLLYH 3alWLLEHHOCTb.

[laneko He Bce MNPOU3BOAWUTENN BbIMYCKAalOT OGHOBNEHMS, 3aKpblBatoLine
KPUTUYECKME YS3BUMOCTM /1 CBOUX YCTPOMCTB.

OCHOBHble COBeTbI A4 6e30nacHOCTN MOOGUNBHOrIO TEﬂed)OHaI

1 Bbypjb OCTOPOXEH, BeAb Korga tebe npepnaratoT 6ecnsiaTHbIA KOHTEHT, B HEM
MOTYT ObITb CKPbITbl KaKue-TO MAaTHble YCAYTu;

2. [ywmai, npexae yem otnpasute SMS, poTO MM BUAEO. Thl TOYHO 3HAELLb,
rae oHu 6yayT B KOHEYHOM uTore?

3.  Heobxoaumo 06HOBNATb OMepaLMoOHHY CUCTEMY TBOEr0 CMapT(oHa,;

4, Mcnonb3yih aHTUBMPYCHbIE NporpamMmMbl 4159 MOBGU/IbHbIX Tefle)OHOB:

5. He 3arpyxail npunoXKeHns OT HEW3BECTHOr0 WCTOYHMKA, Befb OHW MOTYT
cofiepxaTb BPeAOHOCHOe nporpaMmHoe obecneyeHue;

6. Mocne TOoro kak Tbl BbIAAELWb C CcaiTa, rae BBOAWA IMYHYIO MH(OPMaLUIO,
3aan B HACTPOMKKN Gpay3epa u yaanu cookies;

7.  Tepuopnyecku nNpoBepsii Kakne nnaTHble YCNYTr¥ aKTUBMPOBAHbLI Ha TBOEM
HOMepe;

8. [asain cBO/ HOMep MOOGMNLHOrO TeneMoHa TONbKO NKOAAM, KOTOPbIX Tbl
3Haellb M KOMY [OBepseLlb;

9.  Bluetooth gomkeH OblTb BbIK/IOYEH, KOrjga Tbl MM He Mofb3yewbesd. He
3abblBali MHOrAa NPoBEPATL 3TO.

DULIMHT WM Kpaxka NMNYHbIX JaHHbIX

NaBHas UeNib QULIWHT - BUAA VIHTepHeT-MOLWEHHNYeCTBa, COCTOUT B NONYYEHUN
KOH(MAEHUNANbHBIX AaHHbIX MONb30BaTeNel — NOrMHOB W naponeil. Ha aHrnniickom
a3bike phishing uuTaetca kak uwuHr (ot fishing — pbibHasa nosng, password —

naporsb).

OCHOBHble COBETbl HO 60pb6e C PULLIMHIOM:



1 Cnepfu 3a CBOMM aKKayHTOM. Ecnm Tbl Nof03peBaellb, YTO TBOS aHKeTa Obina
B310MaHa, TO He06X0AMMO 3a6/10KMPOBAaTb ee M COOOWNTL aAMUHMUCTPaTopaM pecypca
06 3TOM KakK MOXHO CKopee;

2. Ncnonb3yii 6e3onacHble Be6-caliThbl, B TOM 4YMC/e, UHTEPHET-Mara3uHoB U
MOUCKOBBIX CUCTEM;
3. Mcnonb3yil CNoXHble U pasHble naponu. Takum o6pasomM, ecnu Te6s

B3/10MAlOT, TO 3/I0YMbILLIEHHWUKI NOAyYaT A4OCTYN TONbKO K OAHOMY TBOEMY MPodno B
CETU, a He KO BCEM;

4, Ecnn Te6s B3nomManu, TO HeO6XOAMMO nNpeaynpeauTb BCEX CBOMX
3HAKOMbIX, KOTOpble A06aBfeHbl y Te6s B APYy3bsX, O TOM, 4YTO TeGS B3fOManu Wu,
BO3MOXHO, OT TBOEro MMeHu GyaeT pacchbinaTbCsi Cnam W CCbINKW Ha (ULIWHTOBbIE
caiThbl;

5. YcTaHOBM HagexXHblin naposnb (PIN) Ha MO6UNbHbLIN TenedoH;
6. OTKAOUM COXpaHeHMne napons B 6paysepe:
7. He oTkpbiBail haiinbl W Apyrue BAOXEHWS B MUCbMax [aXe ecfi OHWU

MPULWAN OT TBOUX APY3eid. Jlyylle YTOUYHM Y HUX, OTNPABAAN I OHU Tebe 3T (hainbl.



